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Icon Labs Launches Floodgate-Packet Filter, the First Embedded
Firewall with Dynamic Filtering

Icon Labs new Floodgate-Packet Filter protects medical devices, industrial control
systems and other networked devices from Denial of Service and other Internet
attacks. Floodgate protects against potentially malicious attacks by filtering packets
before they are processed by an embedded device. Floodgate provides both
threshold-based filtering and rules-based filtering.

January 4, 2011 (FPRC) -- Icon Labs (www.icon-labs.com) a leading provider of embedded
networking and security technology, today announced the availability of Floodgate-Packet FilterTM,
an embedded firewall that allows networked devices to control the packets they process. Floodgate
protects against potentially malicious attacks by filtering packets before they are processed by an
embedded device. Floodgate provides both threshold-based filtering and rules-based filtering.

Threshold-based filtering protects against denial of service attacks, broadcast storms and other
conditions that result in a flood of unwanted packets. Rules-based filtering allows white-listing and
black-listing based on criteria such as port number, protocol or source IP address.

'Increasingly, small, dedicated devices such as industrial control devices and medical devices are
being connected to the Internet and are now subject to the same threats as PCs in corporate
environments. Without firewalls, intrusion prevention systems and other security measures usually
utilized in enterprise networks, these devices are very vulnerable to network based attacks,' said
Alan Grau, CEO of Icon Labs. 'Floodgate protects these devices from the threats that are present on
the Internet by controlling which packets are processed.'

Floodgate-Packet Filter is provided as a portable source code library that can easily be integrated
into an embedded device. Floodgate can be added at any layer in the IP stack. Floodgate includes
sample applications that illustrate the use of Floodgate at Layer 2 to protect against broadcast
storms and at Layer 3 to protect against packet floods.

Floodgate-Packet Filter is available now. It is designed for use in embedded systems and can be
used with operating systems such as VxWorks, Linux, QNX, or eCos, or in systems without an
operating system.

About Icon Laboratories, Inc.

Icon Labs is a leading provider of embedded networking and security solutions. Founded in 1992,
Icon Labs is headquartered in West Des Moines, lowa. For more information, visit
www.icon-labs.com, send email to info@icon-labs.com, or call 1.888.235.3443 (U.S. and Canada)
or 515.226.3443 (International).

Contact Information
For more information contact Mark Shapiro of Icon Labs (http://www.icon-labs.com)
619 249 7742

Keywords
embedded firewall

Page 1/2


http://www.free-press-release-center.info
http://www.icon-labs.com/Products/Floodgate-Packet-Filter.asp

FPRC FREE PRESS RELEASE CENTER

embedded packet filtering
embedded network management

You can read this press release online here

Page 2/2


http://www.free-press-release-center.info
http://www.icon-labs.com/Products/Floodgate-Packet-Filter.asp
http://www.icon-labs.com/products.asp
http://www.free-press-release-center.info/pr00000000000000103392_icon-labs-launches-floodgate-packet-filter-the-first-embedded-firewall-with-dynamic-filtering.html

